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Block vs. Stream Ciphers

Cipher Classifications

Definition (Block Cipher)
A block cipher uses a single key repeatedly to encipher blocks of text of
uniform size.

Definition (Stream Cipher)
A stream cipher uses a given key and key generating function to create a
stream of keys to use to encipher a plain text message.
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Block vs. Stream Ciphers Vigenere’s Cipher

Blaise De Vigenère (1523-1596)

E F G H I L M N O P Q R S T V X A B C D
E a b c d e f g h i l m n o p q r s t v x
F b c d e f g h i l m n o p q r s t v x a
G c d e f g h i l m n o p q r s t v x a b
H d e f g h i l m n o p q r s t v x a b c
I e f g h i l m n o p q r s t v x a b c d
L f g h i l m n o p q r s t v x a b c d e
M g h i l m n o p q r s t v x a b c d e f
N h i l m n o p q r s t v x a b c d e f g
O i l m n o p q r s t v x a b c d e f g h
P l m n o p q r s t v x a b c d e f g h i
Q m n o p q r s t v x a b c d e f g h i l
R n o p q r s t v x a b c d e f g h i l m
S o p q r s t v x a b c d e f g h i l m n
T p q r s t v x a b c d e f g h i l m n o
V q r s t v x a b c d e f g h i l m n o p
X r s t v x a b c d e f g h i l m n o p q
A s t v x a b c d e f g h i l m n o p q r
B t v x a b c d e f g h i l m n o p q r s
C v x a b c d e f g h i l m n o p q r s t
D x a b c d e f g h i l m n o p q r s t v
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Vigenère Cipher

The Vigenère Cipher:
Using the key “llama” (11, 11, 0, 12, 0) we can encipher the message
“This is a dummy message” as follows:

l l a m a l l a m a l l a m a l l a m
t h i s i s a d u m m y m e s s a g e
E S I E I D L D G M X J M Q S D L G Q

The key determines how much you shift letters, but it changes each time
you move to a new letter in the key.
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Hill’s Cipher
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Block vs. Stream Ciphers Hill’s Cipher

Addition and Subtraction Modulo 26

Definition (Matrix Addition/Subtraction)(
a b
c d

)
±
(

e f
g h

)
≡
(

a ± e b ± f
c ± g d ± h

)
(mod 26)

(
17 5
23 24

)
+
(

9 24
8 13

)
=
(

26 29
31 37

)

≡
(

0 3
5 11

)
(mod 26)

(
19
10

)
+
(

11
17

)
=
(

30
27

)
≡
(

4
1

)
(mod 26)
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Block vs. Stream Ciphers Hill’s Cipher

Matrix Multiplication Modulo 26

Example (Matrix×Identity)

(
12 5
23 1

)
×
(

1 0
0 1

)

≡
(

12(1) + 5(0) 12(0) + 5(1)
23(1) + 1(0) 23(0) + 1(1)

)
(mod 26)

≡
(

12 5
23 1

)
(mod 26)
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Block vs. Stream Ciphers Hill’s Cipher

Matrix Multiplication Modulo 26

Example (Matrix×Inverse)

(
12 5
23 1

)
×
(

1 21
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−3 1
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1 −5
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)
(mod 26)
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Block vs. Stream Ciphers Hill’s Cipher

Inverse Matrices Modulo 26

Theorem (Inverse Matrix Modulo 26)
For any matrix

A =
(

a b
c d

)
the multiplicative inverse of A modulo 26 is

A−1 = (ad − bc)−1
(

d −b
−c a

)
(mod 26)

provided ad − bc has an inverse modulo 26.

C. F. Rocca Jr. (WCSU) Ciphers and Number Theory 12 / 40



Block vs. Stream Ciphers Hill’s Cipher

Inverse Matrices Modulo 26

Example (Matrix with an Inverse)
Starting with:

A =
(

5 7
0 1

)

ad − bc = 5(1) − 7(0) = 5
(ad − bc)−1 = 5−1 (mod 26)
5−1 ≡ 21 (mod 26)

A−1 = (ad − bc)−1
(

d −b
−c a

)

≡ 21
(

1 −7
0 5

)

≡
(

21 −7(21)
0 5(21)

)

≡
(

21 9
0 1

)
(mod 26)
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Block vs. Stream Ciphers Hill’s Cipher

Inverse Matrices Modulo 26

Example (Matrix without an Inverse)
Starting with:

A =
(

8 2
9 3

)

ad − bc = 8(3) − 2(9) = 6
6(13) ≡ 0 (mod 26)
6 is a zero divisor modulo 26
6 doesn’t have an inverse modulo 26
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Block vs. Stream Ciphers Hill’s Cipher

Hill’s Cipher: Multiplicative Version

Enciphering Algorithm
1 Key: m # matrix with an inverse modulo 26

2 Pair of letters: M # 2 plaintext characters

3 Enciphering: C ≡ m · M (mod 26)
4 Repeat step 3 until the end of the message
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Block vs. Stream Ciphers Hill’s Cipher

Sample Enciphering

Encipher: “hello world”
Message: “hello world”
Key:

m =
(

5 7
0 1

)

1 M = “he” ≡ ⟨7, 4⟩

2 Find C:
3 Message = “LE”
4 M = “ll” ≡ ⟨11, 11⟩
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Block vs. Stream Ciphers Hill’s Cipher

Hill’s Cipher: Affine Version

Enciphering Algorithm
1 Key 1: m # matrix with an inverse modulo 26

2 Key 2: s # a vector modulo 26
3 Pair of letters: M # 2 plaintext characters

4 Enciphering: C ≡ m · M + s (mod 26)
5 Repeat step 4 until the end of the message
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Block vs. Stream Ciphers Vernam’s One-Time Pad

Vernam’s One-Time Pad
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Block vs. Stream Ciphers Vernam’s One-Time Pad

Vernam’s Secret Signaling System

Secret Signaling System Patent 1919
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Block vs. Stream Ciphers Vernam’s One-Time Pad

Basic Idea

HELLOWORLD

•
•

••

•

•

•••
•

••
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•
•
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•

•
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Block vs. Stream Ciphers Vernam’s One-Time Pad

Illuminating Example

Example
Suppose we intercept the the message “ZZZZZZ” and we know it was
enciphered with a Vigenère key of length six, what could it decipher as?

KEY: ? ? ? ? ? ?
CIPHER: Z Z Z Z Z Z

plain: ? ? ? ? ? ?
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Example
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Block vs. Stream Ciphers Vernam’s One-Time Pad

Illuminating Example

Example
Suppose we intercept the the message “ZZZZZZ” and we know it was
enciphered with a Vigenère key of length six, what could it decipher as?

KEY: K R A A Z H
CIPHER: Z Z Z Z Z Z

plain: p i z z a s

By allowing any random string of six characters (or shifts) to be our key,
the ciphertext could potentially represent any six letters at all! This is
what is meant by perfect secrecy.
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Symmetric vs. Asymmetric Ciphers
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Symmetric vs. Asymmetric Ciphers

Symmetric Cipher

Definition (Symmetric Cipher)
In a symmetric cipher the sender Alice and recipient Bob have equal
knowledge of a key allowing them both to encipher and or decipher a
message. Examples of these include affine ciphers, Vigenere’s Cipher,
Vernam’s Cipher, and Hill’s Cipher.
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Symmetric vs. Asymmetric Ciphers

Asymmetric

Definition (Asymmetric Cipher)
In an asymmetric cipher the sender Alice makes use of a key, possibly
public, to a trap-door function and the recipient Bob then uses a secret
key known only to him to decipher. So their knowledge is not equal.
Examples of this include RSA, Diffie-Hellman Key Exchange, ElGamal,
Elliptic Curve, and Lattice Based encryption.
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RSA Encryption System

RSA Crypto System

Alice Bob
Privately pick primes p
and q of similar magni-
tude, let N = pq. Pick
e and d so that ed ≡ 1

(mod ϕ(N)), publish (e, N) Alice’s Public Key (e, N)

With message m calculate
and send c ≡ me (mod N)Calculate (mod n)

ce ≡ med

≡ mϕ(N)k+1

≡ (mϕ(N))k m1

≡ 1k m
≡ m (mod N)

Technically we applied Euler’s Theorem with moduli p and q, not N, and then used the Chinese Remainder
Theorem to stitch the answers together, this allows us to encipher any 0 ≤ m < N.

C. F. Rocca Jr. (WCSU) Ciphers and Number Theory 28 / 40



RSA Encryption System

RSA Crypto System

Alice Bob
Privately pick primes p
and q of similar magni-
tude, let N = pq. Pick
e and d so that ed ≡ 1

(mod ϕ(N)), publish (e, N) Alice’s Public Key (e, N)

With message m calculate
and send c ≡ me (mod N)Calculate (mod n)

ce ≡ med

≡ mϕ(N)k+1

≡ (mϕ(N))k m1

≡ 1k m
≡ m (mod N)

Technically we applied Euler’s Theorem with moduli p and q, not N, and then used the Chinese Remainder
Theorem to stitch the answers together, this allows us to encipher any 0 ≤ m < N.

C. F. Rocca Jr. (WCSU) Ciphers and Number Theory 28 / 40



RSA Encryption System

RSA Crypto System

Alice Bob
Privately pick primes p
and q of similar magni-
tude, let N = pq. Pick
e and d so that ed ≡ 1

(mod ϕ(N)), publish (e, N) Alice’s Public Key (e, N)

With message m calculate
and send c ≡ me (mod N)Calculate (mod n)

ce ≡ med

≡ mϕ(N)k+1

≡ (mϕ(N))k m1

≡ 1k m
≡ m (mod N)

Technically we applied Euler’s Theorem with moduli p and q, not N, and then used the Chinese Remainder
Theorem to stitch the answers together, this allows us to encipher any 0 ≤ m < N.

C. F. Rocca Jr. (WCSU) Ciphers and Number Theory 28 / 40



RSA Encryption System

RSA Crypto System

Alice Bob
Privately pick primes p
and q of similar magni-
tude, let N = pq. Pick
e and d so that ed ≡ 1

(mod ϕ(N)), publish (e, N) Alice’s Public Key (e, N)

With message m calculate
and send c ≡ me (mod N)Calculate (mod n)

ce ≡ med

≡ mϕ(N)k+1

≡ (mϕ(N))k m1

≡ 1k m
≡ m (mod N)

Technically we applied Euler’s Theorem with moduli p and q, not N, and then used the Chinese Remainder
Theorem to stitch the answers together, this allows us to encipher any 0 ≤ m < N.

C. F. Rocca Jr. (WCSU) Ciphers and Number Theory 28 / 40



RSA Encryption System

RSA Crypto System

Alice Bob
Privately pick primes p
and q of similar magni-
tude, let N = pq. Pick
e and d so that ed ≡ 1

(mod ϕ(N)), publish (e, N) Alice’s Public Key (e, N)

With message m calculate
and send c ≡ me (mod N)Calculate (mod n)

ce ≡ med

≡ mϕ(N)k+1

≡ (mϕ(N))k m1

≡ 1k m
≡ m (mod N)

Technically we applied Euler’s Theorem with moduli p and q, not N, and then used the Chinese Remainder
Theorem to stitch the answers together, this allows us to encipher any 0 ≤ m < N.

C. F. Rocca Jr. (WCSU) Ciphers and Number Theory 28 / 40



RSA Encryption System

RSA Crypto System

Alice Bob
Privately pick primes p
and q of similar magni-
tude, let N = pq. Pick
e and d so that ed ≡ 1

(mod ϕ(N)), publish (e, N) Alice’s Public Key (e, N)

With message m calculate
and send c ≡ me (mod N)Calculate (mod n)

ce ≡ med

≡ mϕ(N)k+1

≡ (mϕ(N))k m1

≡ 1k m
≡ m (mod N)

Technically we applied Euler’s Theorem with moduli p and q, not N, and then used the Chinese Remainder
Theorem to stitch the answers together, this allows us to encipher any 0 ≤ m < N.

C. F. Rocca Jr. (WCSU) Ciphers and Number Theory 28 / 40



RSA Encryption System

Key Generation

Choose p = 31 and q = 37

N = p · q = 1147 and ϕ(1147) = ϕ(31)ϕ(37) = 30 · 36 = 1080
1080 = 23 · 33 · 5, let e = 101
d = 101−1 (mod 1080) = 941, 941 · 101 = 88 · 1080 + 1
Publish (101,1147)
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RSA Encryption System

Encryption Example

Message “T”=19

c ≡ 19101 (mod 1147) = 165
Send 165
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RSA Encryption System

Decryption Examples

Cipher Message 165

m ≡ 165941 (mod 31) = 19
m ≡ 165941 (mod 37) = 19
Using the Chinese Remainder Theorem we then get

m ≡ 165941 (mod 1147) = 19

The CRT is used because it is not necessary that gcd(m, N) = 1 only
that m < N.
19=“T”
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RSA Encryption System

Example with Non-Relatively Prime Message

Start with the same keys: p = 31, q = 37, N = 1147, ϕ(N) = 1080,
e = 101, and d = 941

The “message” m = 93 is not relatively prime to N, gcd(m, N) = p,
technically we can’t apply Euler’s Theorem with N
Enciphering m gives c ≡ me (mod N) = 868
Next decipher with respect to p and q

m1 ≡ cd (mod p) = 0
m2 ≡ cd (mod q) = 19 which is m modulo q

Stitching those together with the Chinese Remainder Theorem we
get:

m ≡ m1 · q · q′ + m2 · p · p′ (mod N) = 93 ✓
where q′ ≡ q−1 (mod p) = 26 and p′ ≡ p−1 (mod q) = 6
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Alice Bob

Publicly pick p and g
with large order mod p

Privately picks a, send
A ≡ ga (mod p)

Privately picks b, send
B ≡ gb (mod p)

Calculate Ba ≡ gab (mod p) Calculate Ab ≡ gab (mod p)

Private Key ≡ gab (mod p)
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Diffie-Hellman Key Exchange

Picking g

Definition (Order of an Element)
The order of an integer g modulo a natural number n is the least positive
integer k such that gk ≡ 1 (mod n), and when such a k exists we write
ordn(g) = k.

Definition (Primitive Root)
An integer g is a primitive root modulo n if the order of g (mod n) is
equal to ϕ(n).

Let’s see that 3 is a primitive root modulo p = 31.
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Picking g

Let’s see that 3 is a primitive root modulo p = 31.

ai (mod p):
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1

Let’s let g = 36 (mod 31) = 16 which has order 5 (pretend 5 is big)
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Diffie-Hellman Key Exchange

Now pick the a, the b, and find the private key

Note that a, b < 5, the order of 16 modulo 31

Alice picks a = 3 so that

A ≡ ga ≡ 4 (mod 31)

Bob picks b = 4 so that

B ≡ gb ≡ 2 (mod 31)

The private key is then

Ab ≡ Ba ≡ gab = 8 (mod 31)
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Diffie-Hellman Key Exchange

Logs

Definition (Discrete Logarithm Problem)
Let g be a primitive root in Zp for a prime p and let h be a non-zero
element of Zp. The Discrete Logarithm Problem (DLP) is the problem of
finding x such that

gx ≡ h (mod p).

The number x is called the discrete logarithm of h to the base g and is
denoted logg(h).
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