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Cipher Classifications

A block cipher uses a single key repeatedly to encipher blocks of text of
uniform size.

A stream cipher uses a given key and key generating function to create a
stream of keys to use to encipher a plain text message.
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Vigenere Cipher

Using the key “llama” (11, 11, 0, 12, 0) we can encipher the message
“This is a dummy message” as follows:

[ I amal | amal | amal | am
t hisisadummymessage
ESI EI DLDGMXJMQSDLGAQ

The key determines how much you shift letters, but it changes each time
you move to a new letter in the key.
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Hill's Cipher
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- Bleckus steam Ciphers R
Addition and Subtraction Modulo 26
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- Bleckus steam Ciphers R
Addition and Subtraction Modulo 26

a b e f\ [ate btf
(c d>i<g h):<cig dih) {meg 23)

526 3)-(" )
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- Bleckus steam Ciphers R
Addition and Subtraction Modulo 26

a b e f\ [ate btf
(c d>i<g h):<cig dih) {meg 23)

17 5 (9 24) _ (26 29
23 24 8 13)
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- Bleckus steam Ciphers R
Addition and Subtraction Modulo 26

a b e f\ [ate btf
(c d>i<g h):<cig dih) {meg 23)

17 5) (9 24\ _ (26 29
23 24 8 13)  \31
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- Bleckus steam Ciphers R
Addition and Subtraction Modulo 26

a b e f\ [ate btf
(c d>i<g h):<cig dih) {meg 23)

17 5) (9 24\ _ (26 29
23 24 8 13) (31 37
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- Bleckus steam Ciphers R
Addition and Subtraction Modulo 26

a b L (e f\_(ate bxf

c d g h)/] \ctg d+th
17 5 n 9 24\ (26 29) _
23 24 8 13/ \31 37)
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- Bleckus steam Ciphers R
Addition and Subtraction Modulo 26

a b L (e f\_(ate bxf
c d g h)/] \ctg d+th
17 5 n 9 24\ (26 29\ _
23 24 8 13/ \31 37) —
19 n 11y (30
10 17)
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- Bleckus steam Ciphers R
Addition and Subtraction Modulo 26

a b L (e f\_(ate bxf
c d g h)/] \ctg d+th
17 5 n 9 24\ (26 29\ _
23 24 8 13/ \31 37) —
19 n 11\ (30
10 17)  \27
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- Bleckus steam Ciphers R
Addition and Subtraction Modulo 26

a b e f\ [ate btf
(c d>i<g h):<cig dih) {meg 23)

17 5 9 24 2% 29 0 3

(23 24>+<8 13>:<31 37) E<5 11> (mod 26)
19\ (11 30 4
(1)« (7) = () = (1) s
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- Bk swen Goners [
Matrix Multiplication Modulo 26

a b e f\ _[(ae+ bg af + bh
<c d)x(g h)z(ce+dg cf+dh) (e 29),
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- Bk swen Goners [
Matrix Multiplication Modulo 26

a b e f\ _[(ae+ bg af + bh
<c d)x(g h)z(ce+dg cf+dh) (e 29),

<5 7>X<4 0)_(5(4)+7(1) )
0 1 1 1)~
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- Bk swen Goners [
Matrix Multiplication Modulo 26

a b e f\ _[(ae+ bg af + bh
<c d)x(g h)z(ce+dg cf+dh) (e 29),

<5 7>X<4 0>_(5(4)+7(1) 5(0)+7(1))
01 1 1)~
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Matrix Multiplication Modulo 26

a b e f\ _[(ae+ bg af + bh
<c d)x(g h>:<ce+dg cf+dh) (e 29),

(5 7>X<4 o)_(5(4)+7(1) 5(0)+7(1))
01 1 1)~ \0(4) +1(1)
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- Bk swen Goners [
Matrix Multiplication Modulo 26

a b e f\ _[(ae+ bg af + bh
<c d)x(g h>:<ce+dg cf+dh) (e 29),

(5 7) (4 0)_(5(4)+7(1) 5(0)+7(1))
o 1) \1 1) 7 \o@)+11) 0(0)+1(1)
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- Bk swen Goners [
Matrix Multiplication Modulo 26

a b e f\ _[(ae+ bg af + bh
<c d)x(g h>:<ce+dg cf+dh) (e 29),

(5 7>X<4 o>:(5(4)+7(1) 5(0)+7(1)) (1 7) (mod 26)
0 1 11 0(4)+1(1) 0(0)+1(1)) ~ (1 1
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- Bk swen Goners [
Matrix Multiplication Modulo 26

a b e f\ _[(ae+ bg af + bh
<c d)x(g h>:<ce+dg cf+dh) (e 29),

(5 7>X<4 o>:(5(4)+7(1) 5(0)+7(1)) _(1 7) (mod 26)
01 11 0(4)+1(1) o(0)+1(1)) ~\1 1

5 7 17\ _ (5(17) + 7(7)
o 1)\ 7)~
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- Bk swen Goners [
Matrix Multiplication Modulo 26

a b e f\ _[(ae+ bg af + bh
<c d)x(g h>:<ce+dg cf+dh) (e 29),

(5 7>X<4 o>:(5(4)+7(1) 5(0)+7(1)) _(1 7) (mod 26)
01 11 0(4)+1(1) o(0)+1(1)) ~\1 1

5 7 17\ (5(17) +7(7)
(0 1) x (7) = <0(17)+1(7)>
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- Bk swen Goners [
Matrix Multiplication Modulo 26

_ (ae+ bg af + bh
< ) ( >_(ce+dg cf—i—dh) (wed 25

5(4)+7(1) 5(0) +7(1 17
( > ( ) (0g4§+1 1; o§o§+1 D (1 1) (mod 26)

7 A7) +7(7)\ _ [5(—9) + 49
(0 1>X<7> (0(17)+1(7)>< 7 ) (mod 26)

Aﬁ
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- Bk swen Goners [
Matrix Multiplication Modulo 26

_ (ae+ bg af + bh
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1)~ 7 017)+1(7)) = 7

N
o o
Il
N
BN
~
3
o
a
N
2

BECEEECEEENCE  Cihers and Number Theory



Matrix Multiplication Modulo 26

(2 92 9

.
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Matrix Multiplication Modulo 26

<12 5>>< (1 0) :<12(1)+5(0) 12(0)+5(1)> (mod 26)
23 1 0 1) — \23(1)+1(0) 23(0)+1(1)




Matrix Multiplication Modulo 26

<12 5>>< (1 0) :<12(1)+5(0) 12(0)+5(1)> (mod 26)
23 1 0 1) — \23(1)+1(0) 23(0)+1(1)

12 5
(23 1) (mod 26)




Matrix Multiplication Modulo 26

125><121
23 1 3 12
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Matrix Multiplication Modulo 26

12 5 il 12 5 1 -5
(23 1) X<3 12) (3 1) X<3 12) e 26
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Matrix Multiplication Modulo 26

[} [ =

\
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Matrix Multiplication Modulo 26

12 5 il 12 5 1 -5
(23 1) X<3 12) (-3 1) X<3 12) e 26
(207 207) (mod 26)

(53) (moe29
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Inverse Matrices Modulo 26

For any matrix
a b

the multiplicative inverse of A modulo 26 is

d

Al = (ad — bc)! ( _ab> (mod 26)

provided ad — bc has an inverse modulo 26.

7
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Inverse Matrices Modulo 26

Starting with:

)

[} [ =
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Inverse Matrices Modulo 26

Starting with:

[} [ =
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Inverse Matrices Modulo 26

Starting with:

)

@ ad — bc =5(1) - 7(0) =5
@ (ad — bc)"* =571 (mod 26)

[} [ =
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Inverse Matrices Modulo 26

Starting with:

)

@ ad — bc=5(1)—-7(0)=5
e (ad — bc)™' =571 (mod 26)
@ 571 =21 (mod 26)

[} [ =
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Inverse Matrices Modulo 26

Starting with:
1 N1 d —b
na 5 7 A7 = (ad — bc) (—C ;
0 1

@ ad — bc=5(1)—-7(0)=5
e (ad — bc)™' =571 (mod 26)
e 571 =21 (mod 26)
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Inverse Matrices Modulo 26

Starting with:

5 7 Al = (ad — bc) ! (_dc _ab>
=0 )

1 -7
521(0 5)
@ ad — bc =5(1) - 7(0) =5

e (ad — bc)™' =571 (mod 26)
e 571 =21 (mod 26)
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Inverse Matrices Modulo 26

Starting with:

5 7 Al = (ad — bc) ! (_dc _ab>
=0 )

1 -7
521(0 5)
@ ad — bc =5(1) - 7(0) =5

e (ad — bc)™' =571 (mod 26) (201 _52221;)>
e 571 =21 (mod 26)
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Inverse Matrices Modulo 26

Starting with:

5 7 A7l = (ad — be)™ (_"C _ab>
o)

1 -7
=21 < )
o ad — bc = 5(1) — 7(0) = 5 U
e (ad — bc)™' =571 (mod 26) = <201 _52221;)>

e 51 =21 (mod 26)
= <201 ?) (mod 26)
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Inverse Matrices Modulo 26

Starting with:
8 2

¥

\
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Inverse Matrices Modulo 26

Starting with:
8 2

@ ad — bc =8(3) —2(9) =6

7

\
S Ciphers and Number Theoy T

N
)



Inverse Matrices Modulo 26

Starting with:
8 2

@ ad —bc=8(3)—2(9) =6
@ 6(13) =0 (mod 26)

¥

\
S Ciphers and Number Theoy T
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Inverse Matrices Modulo 26

Starting with:
8 2

@ ad — bc =8(3) —2(9) =6
@ 6(13) =0 (mod 26)

@ 6 is a zero divisor modulo 26

¥

\
S Ciphers and Number Theoy T
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Inverse Matrices Modulo 26

Starting with:
8 2

ad — bc =8(3) —2(9) =6
6(13) =0 (mod 26)
6 is a zero divisor modulo 26

6 doesn’t have an inverse modulo 26

¥

\
S Ciphers and Number Theoy T
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- Bk swen Goners [
Hill's Cipher: Multiplicative Version

O Key: m # matrix with an inverse modulo 26
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- Bk swen Goners [
Hill's Cipher: Multiplicative Version

O Key: m # matrix with an inverse modulo 26

@ Pair of letters: M # 2 plaintext characters
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- Bk swen Goners [
Hill's Cipher: Multiplicative Version

O Key: m # matrix with an inverse modulo 26

© Pair of letters: M # 2 plaintext characters
© Enciphering: C=m- M (mod 26)

U Ciohers and Number Theory



- Bk swen Goners [
Hill's Cipher: Multiplicative Version

O Key: m # matrix with an inverse modulo 26

© Pair of letters: M # 2 plaintext characters
© Enciphering: C=m- M (mod 26)
©Q Repeat step 3 until the end of the message
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Sample Enciphering

Message: “hello world”
Key:

O M="he" = (7,4)

[} [ =

\
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Sample Enciphering

Message: “hello world”

Key:
o 5 7
- \0 1
Q M ="he" = (7,4)
Q@ Find C:

C=m-"he”

|

=] (=)
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Sample Enciphering

Message: “hello world”
Key:

Q M="he" = (7,4)
Q Find C:

Ciphers and Number Theory




Sample Enciphering

Message: “hello world”
Key:

Q M="he" = (7,4)
Q Find C:
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Sample Enciphering

Message: “hello world”
Key:

Q M="he" = (7,4)
Q Find C:

© Message = “LE”
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Sample Enciphering

Message: “hello world”
Key:

Q M="he" = (7,4)
Q Find C:

© Message = “LE”
Q@ M="I"=((11,11)
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Sample Enciphering

Message: “hello world”
Key:

()

Q M="II"=(11,11)

[} [ =

\
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Sample Enciphering

Message: “hello world”
Key:

3
Il
—

5 7
0 1

C - m- n”u

Q M="I"=(11,11)
Q@ Find C:

=] (=)

L |

<
)]
)
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Sample Enciphering

Message: “hello world”
Key:

Q M="I"=((11,11)
Q Find C:

5 7\ (11
C_<O 1) (11

)
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Sample Enciphering

Message: “hello world”
Key:

Q M="I"=((11,11)
Q Find C:
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Sample Enciphering

Message: “hello world”
Key:

Q M="I"=((11,11)
Q Find C:

© Message = “"LECL”
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Sample Enciphering

Message: “hello world”
Key:

Q M="I"=((11,11)
Q Find C:

© Message = “"LECL”
Q M="ow" = (14,22)

I Ciphers and Number Theoy R T



Sample Enciphering

Message: “hello world”
Key:

()

QO M="ow" = (14,22)

[} [ =

\
DCEEEEE s and Number Theoy R T



Sample Enciphering

Message: “hello world”
Key:

QO M="ow" = (14,22)
Q@ Find C:

[} [ =

DCEEEEEE  Ciphers and Number Theoy R T
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Sample Enciphering

Message: “hello world”
Key:

QO M="ow" = (14,22)
Q Find C:

5 7\ (14
€= (O 1) (22

)
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Sample Enciphering

Message: “hello world”
Key:

QO M="ow" = (14,22)
Q Find C:

3
I
A~

5 7
0 1

16\ ..,
C:<22>: Qv
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Sample Enciphering

Message: “hello world”
Key:

QO M="ow" = (14,22)
Q Find C:

© Message = "LECLQW”

3
I
A~

5 7
0 1

16\ ..,
C:<22>: Qv

Ciphers and Number Theoy LT



Sample Enciphering

Message: “hello world”
Key:

QO M="ow" = (14,22)
Q Find C:

© Message = "LECLQW”
Q M="or" = (14,17)

3
I
A~

5 7
0 1

16\ ..,
C:<22>: Qv

Ciphers and Number Theory



Sample Enciphering

Message: “hello world”
Key:

()

Q M="or"=(14,17)

[} [ =

\
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Sample Enciphering

Message: “hello world”
Key:

Q M="or" = (14,17)
Q@ Find C:

[} [ =
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Sample Enciphering

Message: “hello world”
Key:

QO M="or"=(14,17)
@ Find C:

3
I
A~

5 7

01
5 7\ (14

C‘(o 1)(17

)
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Sample Enciphering

Message: “hello world”
Key:

QO M="or"=(14,17)
@ Find C:

Ciphers and Number Theory




Sample Enciphering

Message: “hello world”
Key:

QO M="or"=(14,17)
@ Find C:

© Message = "LECLQWHR"
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Sample Enciphering

Message: “hello world”
Key:

QO M="or"=(14,17)
@ Find C:

© Message = "LECLQWHR"
Q M="ld"=(11,3)

CEEEEEEEE  Ciphers and Number Theoy R T



Sample Enciphering

Message: “hello world”
Key:

3
Il
—

5 7
0 1

O M="ld" = (11,3)

[} [ =

\
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Sample Enciphering

Message: “hello world”
Key:

Q M="d"=(11,3)
Q@ Find C:

C=m-"“ld"

Ciphers and Number Theory
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Sample Enciphering

Message: “hello world”
Key:

QO M="ld"=(11,3)
@ Find C:

-0

.

Ciphers and Number Theoy T
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Sample Enciphering

Message: “hello world”
Key:

QO M="ld"=(11,3)
@ Find C:

Ciphers and Number Theory
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Sample Enciphering

Message: “hello world”
Key:

(57
~\0 1

24 o
o= () -

© Final Message = “LECLQWHRYD"

QO M="ld"=(11,3)
@ Find C:

[} [ =

DI Ciphers and Number Theoy R T
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Hill's Cipher: Affine Version

O Key 1: m # matrix with an inverse modulo 26
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Hill's Cipher: Affine Version

O Key 1: m # matrix with an inverse modulo 26
© Key 2: s # a vector modulo 26
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Hill's Cipher: Affine Version

O Key 1: m # matrix with an inverse modulo 26
© Key 2: s # a vector modulo 26
© Pair of letters: M # 2 plaintext characters
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Hill's Cipher: Affine Version

O Key 1: m # matrix with an inverse modulo 26
© Key 2: s # a vector modulo 26
© Pair of letters: M # 2 plaintext characters

Q Enciphering: C=m- M+ s (mod 26)
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Hill's Cipher: Affine Version

O Key 1: m # matrix with an inverse modulo 26
© Key 2: s # a vector modulo 26

© Pair of letters: M # 2 plaintext characters

Q Enciphering: C=m- M+ s (mod 26)

© Repeat step 4 until the end of the message

ECEEEEE  Ciphers and Number Theoy R T



- Bk swen Goners [
Hill's Cipher vs. Affine Cipher

O Key 1: m # matrix with an inverse modulo 26
© Key 2: s # a vector modulo 26

V.

O Key: m s # a multiplier and a shift

S Ciphers and Number Theoy



- Bk swen Goners [
Hill's Cipher vs. Affine Cipher

O Key 1: m # matrix with an inverse modulo 26
© Key 2: s # a vector modulo 26
© Pair of letters: M # 2 plaintext characters

v,
O Key: m s # a multiplier and a shift
© Message Character: M

I Ciphers and Number Theoy R



- Bk swen Goners [
Hill's Cipher vs. Affine Cipher

O Key 1: m # matrix with an inverse modulo 26
© Key 2: s # a vector modulo 26

© Pair of letters: M # 2 plaintext characters

Q Enciphering: C=m- M+ s (mod 26)

v,
O Key: m s # a multiplier and a shift
@ Message Character: M

© Replace M with C=m- M+ s (mod 26)

I Ciphers and Number Theoy R



- Bk swen Goners [
Hill's Cipher vs. Affine Cipher

O Key 1: m # matrix with an inverse modulo 26
© Key 2: s # a vector modulo 26

© Pair of letters: M # 2 plaintext characters

@ Enciphering: C=m- M+ s (mod 26)

© Repeat step 4 until the end of the message

O Key: m s # a multiplier and a shift
@ Message Character: M

© Replace M with C=m- M+ s (mod 26) !
©Q Repeat step 3 for each character

I Ciphers and Number Theoy R



Vernam's One-Time Pad




Vernam's Secret Signaling System

@

UNITED STATES PATENT OFFICE.

TELEPHONE

GILBERT S. VERNAM, OF

NEW Y TO A
AND TELEGRAPH COMPANY, A cnnpmuwmn OF NEW YORK.

SECRET SIGNALING SYSTEM.

1,310,719,

Spectfication of Letters Patent,

Patented July 22, 1919.

Appitoation Rled September 13, 1918, Serlal No, 253,962,

T ald whoum it may concern:
Be it known that [, Grzsser S. Vervas,
residing nt_Brooklyn, in the county of
Kings and State of Now York, have invent-
ed certain Improvements in Secret Signal-
ems, of which the following is

s
tenis .\nd especially to te)e;.mp]. syt
Its ob; 15 insure secvecy in the trans-

messuges and, further, to pro-

I o
vide a system in which messages may bo
transmifted and received in pluin eharacters
or a well-known code but in which the sig-

naling imipulses are so altered before trans-
nission over the line that they are wain-
ldh ible to unyone mt,(xrm-ﬁ-tmg ‘then.

ie invention is here strated as ap-
phm to a well-known form of printing tele-
graph systems but, as will be readily under-
stood, it is applicable to other signaling
systems. The invention will be more fully

Ciphers and Number Theory

tact with the ring 7 and the segmental con-
tacts vepectively. When the apparatus is
ab rest this arm is detained by the Intch 12
which may be withdrawn by means of mag-

under the control of the operator.
The receiv mg side of the distributer hs five
segm. ’, 4" and ¥, corresponding
to rhu ﬁve sendmg segments but shortenad
to receive only the central part of the cur-
rent impulses transmitted. It alse las a
contact 6, upon which the distributer arn
normally rests, and a contact P for con
trolling the e 2

oemng distribu

1" and is LUY\L\‘O“E(] h) a lilch 12" and
net 13" as in the case of the Lmnsmxmn,;
dlst.nbutel arm.

The “sending reluys” commonly used in
the form of printing telegraph system here
shown are indicated at 14, 15, 16,17 and 18,
The_cireuits controlled b\, these relays oxdi-




Basic Idea

DLROW OLLEH
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Basic Idea

DLROW OLLEH
°

AKIWFXMNTGH

FR N
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Basic Idea

DLROW OLLEH

i

AKIWFXMNTGH

R

Addition Rule (XOR/bitwise addition/@):

eepe=_) o OGe=c¢
e ()= e 00O =0
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Basic Idea

DLROW OLLEH

AKIWFXMNTGH
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Basic Idea
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Basic Idea
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AKIWFXMNTGH
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Basic Idea

| — T,

AKIWFXMNTGH
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Basic Idea
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llluminating Example

Suppose we intercept the the message “ZZZ7Z7Z7" and we know it was
enciphered with a Vigenére key of length six, what could it decipher as?

KEY: 72 ? 7 2?2 7 <7
CIPHER: z zZ zZ Z Z Z
plain. ? 7 2?2 ? 7 7
y,
[m] = = =

DCEEEEEEIE Ciphers and Number Theoy (ST



llluminating Example

Suppose we intercept the the message “ZZZ7Z7Z7" and we know it was
enciphered with a Vigenére key of length six, what could it decipher as?

KEY: Z G G Z X P
CIPHER: z zZ zZ Z Z Z
plain: a t t a ¢ k
y,
[m] = = =
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llluminating Example

Suppose we intercept the the message “ZZZ7Z7Z7" and we know it was
enciphered with a Vigenére key of length six, what could it decipher as?

KEY: W V U V M W
CIPHER: Z Z Z Z 1Z
e f e n

Z
plain: d d

N
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llluminating Example

Suppose we intercept the the message “ZZZ777" and we know it was
enciphered with a Vigenére key of length six, what could it decipher as?

KEY: K R A A Z H
CIPHER: Z Z z Z Z 2
plain: p i z =z a s

By allowing any random string of six characters (or shifts) to be our key,
the ciphertext could potentially represent any six letters at all! This is
what is meant by perfect secrecy.

[} [ =

it
«
N}
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~ Symmetrics. Aymmetric Ciphers |
Table of Contents

© Symmetric vs. Asymmetric Ciphers
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o symmericws Aymmetrc Giohers |
Symmetric Cipher

In a symmetric cipher the sender Alice and recipient Bob have equal
knowledge of a key allowing them both to encipher and or decipher a
message. Examples of these include affine ciphers, Vigenere's Cipher,
Vernam's Cipher, and Hill's Cipher.

U Ciohers and Number Theory



Asymmetric

In an asymmetric cipher the sender Alice makes use of a key, possibly
public, to a trap-door function and the recipient Bob then uses a secret
key known only to him to decipher. So their knowledge is not equal.
Examples of this include RSA, Diffie-Hellman Key Exchange, ElIGamal,
Elliptic Curve, and Lattice Based encryption.

U Ciohers and Number Theory



- reacnaypetion system [
Table of Contents

© RSA Encryption System
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o reaenaeion sy
RSA Crypto System

Al‘ice Bob

Privately pick primes p
and g of similar magni-
tude, let N = pq. Pick
eanddsothated =1 —
(mod ¢(N)), publish (e, N) Alice's Public Key (e, N)

B With message m calculate

Calculate (mod n) and send ¢ = m® (mod N)
€ = med /

= mo(N)k+1

= (m*M))k mt

=1"m

=m (mod N)

=] = = =
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o reaenaeion sy
RSA Crypto System

AIEce Bob

Privately pick primes p
and qg of similar magni-
tude, let N = pq. Pick
eand dsothated =1 —0
(mod ¢(N)), publish (e, N) Alice’s Public Key (e, N)

\
With message m calculate

Calculate (mod n) and send ¢ = m® (mod N)
€ = med /
= m@(N)k+1
= (m*M))k mt
=1"m
=m (mod N)
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o reaenaeion sy
RSA Crypto System

AIEce Bob

Privately pick primes p
and g of similar magni-
tude, let N = pq. Pick
eanddsothated =1 —
(mod ¢(N)), publish (e, N) Alice's Public Key (e, N)

\
With message m calculate

Calculate (mod n) and send ¢ = m® (mod N)
€ = med /
= m@(N)k+1
= (m*M))k mt
=1"m
=m (mod N)
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o reaenaeion sy
RSA Crypto System

AIEce Bob

Privately pick primes p
and g of similar magni-
tude, let N = pq. Pick
eanddsothated =1 —
(mod ¢(N)), publish (e, N) Alice's Public Key (e, N)

o With message m calculate

Calculate (mod n) and send ¢ = m® (mod N)
€ = med /

— mo(N)k+1

= (m*M))k mt

=1km

=m (mod N)

o =] = =
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o reaenaeion sy
RSA Crypto System

AIEce Bob

Privately pick primes p
and g of similar magni-
tude, let N = pq. Pick
eanddsothated =1 —
(mod ¢(N)), publish (e, N) Alice's Public Key (e, N)

\
With message m calculate
Calculate (mod n) and send ¢ = m® (mod N)
ct = med /
= mP(Nk+1
= (mPM)k mt
=1km
=m (mod N)
[} [ = =
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o reaenaeion sy
RSA Crypto System

AIEce Bob

Privately pick primes p
and g of similar magni-
tude, let N = pq. Pick
eanddsothated =1 —
(mod ¢(N)), publish (e, N) Alice's Public Key (e, N)

B With message m calculate
Calculate (mod n) and send ¢ = m® (mod N)
€ = med /
= mo(N)k+1
= (m*M))k mt
=1"m
=m (mod N)

Technically we applied Euler’'s Theorem with moduli p and g, not N, and then used the Chinese Remainder
Theorem to stitch the answers together, this allows us to encipher any 0 < m < N.
=] F
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Key Generation

@ Choose p =31 and g = 37
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Key Generation

@ Choose p =31 and g = 37
@ N=p-q=1147 and ¢(1147) = ¢(31)¢(37) = 30 - 36 = 1080
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Key Generation

@ Choose p =31 and g = 37
o N=p-qg=1147 and $(1147) = ¢(31)¢(37) = 30 - 36 = 1080
@ 1080 =2%3.33.5 let e =101

S Ciohers and Number Theory



Key Generation

Choose p = 31 and g = 37

N = p-q=1147 and ¢(1147) = ¢(31)¢(37) = 30 - 36 = 1080
1080 =23 .33 .5, let e = 101

d =101"1 (mod 1080) = 941, 941 - 101 = 88 - 1080 + 1

S Ciohers and Number Theory



Key Generation

@ Choose p =31 and g =37

o N =p-q=1147 and ¢(1147) = $(31)¢(37) = 30 - 36 = 1080
e 1080 =23.33.5, let e = 101

o d =101"1 (mod 1080) = 941, 941 - 101 = 88 - 1080 + 1

@ Publish (101,1147)
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Encryption Example

@ Message “T"=19
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Encryption Example

@ Message “T"=19
@ ¢ =191 (mod 1147) = 165
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Encryption Example

@ Message “T"=19
o ¢ =191 (mod 1147) = 165
@ Send 165
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Decryption Examples

@ Cipher Message 165
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Decryption Examples

@ Cipher Message 165
e m=165°*! (mod 31) = 19
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Decryption Examples

@ Cipher Message 165
e m=165%! (mod 31) = 19
e m=165%*! (mod 37) = 19
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Decryption Examples

Cipher Message 165
m = 1654 (mod 31) = 19
m = 165°*! (mod 37) = 19

Using the Chinese Remainder Theorem we then get

m =165 (mod 1147) = 19

S Ciohers and Number Theory



Decryption Examples

Cipher Message 165

m = 1654 (mod 31) = 19

m = 165°*! (mod 37) = 19

Using the Chinese Remainder Theorem we then get

m =165 (mod 1147) = 19

@ The CRT is used because it is not necessary that gcd(m, N) = 1 only
that m < V.
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Decryption Examples

Cipher Message 165

m = 1654 (mod 31) = 19

m = 165°*! (mod 37) = 19

Using the Chinese Remainder Theorem we then get

m =165 (mod 1147) = 19

@ The CRT is used because it is not necessary that gcd(m, N) =1 only
that m < N.

0 10="T"
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Example with Non-Relatively Prime Message

@ Start with the same keys: p =31, g = 37, N = 1147, ¢(N) = 1080,
e =101, and d = 941
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Example with Non-Relatively Prime Message

@ Start with the same keys: p =31, g = 37, N = 1147, ¢(N) = 1080,
e =101, and d = 941

@ The “message” m = 93 is not relatively prime to N, gcd(m, N) = p,
technically we can't apply Euler's Theorem with N

S Ciphers and Number Theoy R



Example with Non-Relatively Prime Message

@ Start with the same keys: p =31, g = 37, N = 1147, ¢(N) = 1080,
e =101, and d = 941

@ The “message” m = 93 is not relatively prime to N, gcd(m, N) = p,
technically we can't apply Euler's Theorem with N

@ Enciphering m gives ¢ = m® (mod N) = 868
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o reaenaeion sy
Example with Non-Relatively Prime Message

@ Start with the same keys: p =31, g = 37, N = 1147, ¢(N) = 1080,
e =101, and d = 941

@ The “message” m = 93 is not relatively prime to N, gcd(m, N) = p,
technically we can't apply Euler's Theorem with N

@ Enciphering m gives ¢ = m® (mod N) = 868

@ Next decipher with respect to p and g
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o reaenaeion sy
Example with Non-Relatively Prime Message

@ Start with the same keys: p =31, g = 37, N = 1147, ¢(N) = 1080,
e =101, and d = 941
@ The “message” m = 93 is not relatively prime to N, gcd(m, N) = p,
technically we can't apply Euler's Theorem with N
@ Enciphering m gives ¢ = m® (mod N) = 868
@ Next decipher with respect to p and g
o m =c? (mod p) =0
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Example with Non-Relatively Prime Message

@ Start with the same keys: p =31, g = 37, N = 1147, ¢(N) = 1080,
e =101, and d = 941
@ The “message” m = 93 is not relatively prime to N, gcd(m, N) = p,
technically we can't apply Euler's Theorem with N
@ Enciphering m gives ¢ = m® (mod N) = 868
@ Next decipher with respect to p and g
o m =c? (mod p)=0
o my =c? (mod q) = 19 which is m modulo g
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Example with Non-Relatively Prime Message

Start with the same keys: p =31, g = 37, N = 1147, ¢(N) = 1080,
e =101, and d = 941

@ The “message” m = 93 is not relatively prime to N, gcd(m, N) = p,
technically we can't apply Euler's Theorem with N

Enciphering m gives ¢ = m® (mod N) = 868
Next decipher with respect to p and g
o m =c? (mod p)=0

o my = c? (mod q) = 19 which is m modulo ¢

Stitching those together with the Chinese Remainder Theorem we
get:
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Example with Non-Relatively Prime Message

Start with the same keys: p =31, g = 37, N = 1147, ¢(N) = 1080,
e =101, and d = 941

@ The “message” m = 93 is not relatively prime to N, gcd(m, N) = p,
technically we can't apply Euler's Theorem with N

Enciphering m gives ¢ = m® (mod N) = 868
Next decipher with respect to p and g
o m =c? (mod p)=0

o my = c? (mod q) = 19 which is m modulo ¢

Stitching those together with the Chinese Remainder Theorem we
get:

em=m-q-qg+m-p-p" (mod N) =93 v
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Example with Non-Relatively Prime Message

Start with the same keys: p =31, g = 37, N = 1147, ¢(N) = 1080,
e =101, and d = 941

@ The “message” m = 93 is not relatively prime to N, gcd(m, N) = p,
technically we can't apply Euler's Theorem with N

Enciphering m gives ¢ = m® (mod N) = 868
Next decipher with respect to p and g
o m =c? (mod p)=0

o my = c? (mod q) = 19 which is m modulo ¢

Stitching those together with the Chinese Remainder Theorem we
get:

em=mi-q-qd+my-p-p (mod N)=93 v

e where ¢ =g~ ! (mod p) =26 and p’=p~! (mod q) =6
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Diffie-Hellman Key Exchange

Alice Bob
— [

Publicly pick p and g
with large order mod p

Privately picks a, send T Privately picks b, send
A = g2 (mod p) B = g’ (mod p)
Calculate B? = g (mod p) Calculate AP = g (mod p)
— —
Private Key = g (mod p)
[m] = = =

I Ciphers and Number Theoy [



. DiffieHeiman ey Bxchane- |
Diffie-Hellman Key Exchange

Alice Bob
— [

Publicly pick p and g
with large order mod p

Privately picks a, send - T Privately picks b, send
A = g2 (mod p) B = g’ (mod p)
Calculate B? = g (mod p) Calculate AP = g (mod p)
— —

ab

Private Key = g (mod p)
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Diffie-Hellman Key Exchange

Alice Bob
— [

Publicly pick p and g
with large order mod p

Privately picks a, send T Privately picks b, send
A = g7 (mod p) B = g’ (mod p)
Calculate B? = g (mod p) Calculate AP = g (mod p)
— —
Private Key = g (mod p)
[m] = = =
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Diffie-Hellman Key Exchange

Alice Bob
— [

Publicly pick p and g
with large order mod p

Privately picks a, send T Privately picks b, send
A = g2 (mod p) B = g’ (mod p)
Calculate B? = g (mod p) Calculate AP = g2 (mod p)
— o
Private Key = g (mod p)
[m] = = =
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Diffie-Hellman Key Exchange

Alice Bob
— [

Publicly pick p and g
with large order mod p

Privately picks a, send T Privately picks b, send
A = g2 (mod p) B = g’ (mod p)
Calculate B? = g (mod p) Calculate AP = g (mod p)
- I
Private Key = g?” (mod p)
[m] = = =
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Picking g

The order of an integer g modulo a natural number n is the least positive
integer k such that gk =1 (mod n), and when such a k exists we write
ordn(g) = k.
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. DiffieHeiman ey Bxchane- |
Picking g

The order of an integer g modulo a natural number n is the least positive
integer k such that gk =1 (mod n), and when such a k exists we write
ordn(g) = k.

An integer g is a primitive root modulo n if the order of g (mod n) is
equal to ¢(n).
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. DiffieHeiman ey Bxchane- |
Picking g

The order of an integer g modulo a natural number n is the least positive
integer k such that gk =1 (mod n), and when such a k exists we write
ordn(g) = k.

An integer g is a primitive root modulo n if the order of g (mod n) is
equal to ¢(n).

Let's see that 3 is a primitive root modulo p = 31.
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Picking g

Let's see that 3 is a primitive root modulo p = 31.
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. DiffieHeiman ey Bxchane- |
Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2 3 45 6 7 8 910
(mod p):

i:11 12 13 14 15 16 17 18 19 20
(mod p):

it 21 22 23 24 25 26 27 28 29 30
(mod p):
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. DiffieHeiman ey Bxchane- |
Picking g

Let's see that 3 is a primitive root modulo p = 31.

i 2 3 45 6 7 8 910
(mod p):

i:11 12 13 14 15 16 17 18 19 20
(mod p):

it 21 22 23 24 25 26 27 28 29 30
(mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

345678 910
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. DiffieHeiman ey Bxchane- |
Picking g

Let's see that 3 is a primitive root modulo p = 31.

345678 910
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. DiffieHeiman ey Bxchane- |
Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2 3 45 6 7 8 910

a’ (mod p): 3 9 2719
i 11 12 13 14 15 16 17 18 19 20
a’ (mod p):
i 21 22 23 24 25 26 27 28 29 30

(mod p):

BECEEECEEENECE  Cihers and Number Theory



. DiffieHeiman ey Bxchane- |
Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 23456 7 8 910
a’ (mod p): 3 9 27 19 26

i:11 12 13 14 15 16 17 18 19 20

a’ (mod p):

i: 21 22 23 24 25 26 27 28 29 30

(mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 23456 7 8 910
a' (mod p): 3 9 271926 16

i:11 12 13 14 15 16 17 18 19 20

a’ (mod p):

i: 21 22 23 24 25 26 27 28 29 30

(mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 23456 7 8 910
a' (mod p): 3 9 271926 16 17

i:11 12 13 14 15 16 17 18 19 20

a’ (mod p):

i: 21 22 23 24 25 26 27 28 29 30

(mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 23456 7 8 910
a' (mod p): 3 9 271926 16 17 20

i:11 12 13 14 15 16 17 18 19 20

a’ (mod p):

i: 21 22 23 24 25 26 27 28 29 30

(mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2 3 45 6 7 8 910

al (mod p): 3 9 27 19 26 16 17 20 29
i 11 12 13 14 15 16 17 18 19 20
a’ (mod p):
i 21 22 23 24 25 26 27 28 29 30

(mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2 3 45 6 7 8 910

al (mod p): 3 9 27 19 26 16 17 20 29 25
i 11 12 13 14 15 16 17 18 19 20

a’ (mod p):
i 21 22 23 24 25 26 27 28 29 30

(mod p):
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Let's see that 3 is a primitive root modulo p = 31.
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

123 456 7 8 910
al (modp: 3 9 27192616 17 20 29 25
121314 1516 17 18 19 20

N

22324 25 26 27 28 29 30

ms
—~
3
o
o
©
=S s T
[y
=W
[e0]
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 23456 7 8 910
a' (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20
a’ (mod p): 13 8 24
i: 21 22 23 24 25 26 27 28 29 30
a’ (mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 23456 7 8 910
a' (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20
a’ (mod p): 13 8 24 10
i: 21 22 23 24 25 26 27 28 29 30
a’ (mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2 3 45 6 7 8 910
a’ (mod p): 3 9 27 19 26 16 17 20 29 25

i 11 12 13 14 15 16 17 18 19 20
a' (mod p): 13 8 24 10 30

it 21 22 23 24 25 26 27 28 29 30
a’ (mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2 3 45 6 7 8 910
a’ (mod p): 3 9 27 19 26 16 17 20 29 25

i 11 12 13 14 15 16 17 18 19 20
a' (mod p): 13 8 24 10 30 28

it 21 22 23 24 25 26 27 28 29 30
a’ (mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2 3 45 6 7 8 910
al (mod p): 3 9 27 19 26 16 17 20 29 25

i 11 12 13 14 15 16 17 18 19 20
a' (mod p): 13 8 24 10 30 28 22

i 21 22 23 24 25 26 27 28 29 30
a’ (mod p):

BECEEECEEENECE  Cihers and Number Theory



. DiffieHeiman ey Bxchane- |
Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2 3 45 6 7 8 910
al (mod p): 3 9 27 19 26 16 17 20 29 25

i 11 12 13 14 15 16 17 18 19 20
a' (mod p): 13 8 2410 30 28 22 4

i 21 22 23 24 25 26 27 28 29 30
a’ (mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2 3 45 6 7 8 910
al (mod p): 3 9 27 19 26 16 17 20 29 25

i 11 12 13 14 15 16 17 18 19 20
a' (mod p):13 8 241030 28 22 4 12

i 21 22 23 24 25 26 27 28 29 30
a’ (mod p):
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

12345678910
a’ (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20
a' (mod p):13 8 2410302822 4 12 5
i+ 21 22 23 24 25 26 27 28 29 30
I ):

a' (mod p
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2 3 45 6 7 8 910
a’ (mod p): 3 9 2719 26 16 17 20 29 25
i 11 12 13 14 15 16 17 18 19 20
a’ (mod p): 13 8 2410302822 4 12 5
i 21 22 23 24 25 26 27 28 29 30
): 15

a’ (mod p
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2 3 45 6 7 8 910
a’ (mod p): 3 9 2719 26 16 17 20 29 25
i 11 12 13 14 15 16 17 18 19 20
a’ (mod p): 13 8 2410302822 4 12 5
i 21 22 23 24 25 26 27 28 29 30
): 15 14

a’ (mod p
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

12345678910

a’ (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20

a' (mod p):13 8 2410302822 4 12 5
i+ 21 22 23 24 25 26 27 28 29 30
): 15 14 11

a’ (mod p
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2345678910

a’ (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20

a’ (mod p):13 8 2410302822 4 12 5
i+ 21 22 23 24 25 26 27 28 29 30
): 15 14 11 2

a’ (mod p
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

i1 2345678910

a’ (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20

a’ (mod p):13 8 2410302822 4 12 5
i+ 21 22 23 24 25 26 27 28 29 30
):151411 2 6

a’ (mod p
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

12345678910

a’ (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20

a' (mod p):13 8 2410302822 4 12 5
i+ 21 22 23 24 25 26 27 28 29 30
):151411 2 6 18

a’ (mod p
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

12345678910

a’ (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20

a' (mod p):13 8 2410302822 4 12 5
i+ 21 22 23 24 25 26 27 28 29 30
):1514 11 2 6 18 23

a’ (mod p
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

12345678910

a’ (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20

a' (mod p):13 8 2410302822 4 12 5
i+ 21 22 23 24 25 26 27 28 29 30
):151411 2 6 1823 7

a’ (mod p
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

12345678910

a’ (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20

a' (mod p):13 8 2410302822 4 12 5
i+ 21 22 23 24 25 26 27 28 29 30
):151411 2 6 1823 7 21

a’ (mod p
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Let's see that 3 is a primitive root modulo p = 31.

12345678910
a’ (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20
a' (mod p):13 8 2410302822 4 12 5
i+ 21 22 23 24 25 26 27 28 29 30
):151411 2 6 1823 7 21 1

a’ (mod p
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Picking g

Let's see that 3 is a primitive root modulo p = 31.

12345678910
a’ (mod p): 3 9 27 19 26 16 17 20 29 25
i:11 12 13 14 15 16 17 18 19 20
a' (mod p):13 8 2410302822 4 12 5
i+ 21 22 23 24 25 26 27 28 29 30
):151411 2 6 1823 7 21 1

a’ (mod p

Let's let g = 3% (mod 31) = 16 which has order 5 (pretend 5 is big)
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Now pick the a, the b, and find the private key

@ Note that a, b < 5, the order of 16 modulo 31
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.~ DifficHeliman Key Exchang [
Now pick the a, the b, and find the private key

@ Note that a, b < 5, the order of 16 modulo 31
@ Alice picks a = 3 so that

A=g?=4 (mod 31)
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.~ DifficHeliman Key Exchang [
Now pick the a, the b, and find the private key

@ Note that a, b < 5, the order of 16 modulo 31
@ Alice picks a = 3 so that

A=g?=4 (mod 31)

@ Bob picks b =4 so that
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.~ DifficHeliman Key Exchang [
Now pick the a, the b, and find the private key

Note that a, b < 5, the order of 16 modulo 31

Alice picks a = 3 so that

A=g?=4 (mod 31)

Bob picks b = 4 so that

B=gb=2 (mod31)

The private key is then
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Logs

Let g be a primitive root in Z, for a prime p and let h be a non-zero
element of Z,. The Discrete Logarithm Problem (DLP) is the problem of
finding x such that

g“=h (mod p).

The number x is called the discrete logarithm of h to the base g and is
denoted log,(h).
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