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@ Split the input into left and right halves: L and R
@ Shift the right half, R, to the left
o “Add" the left half, L, to f(R, K;), where K; is the round key and shift
right
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Encipherment

@ Split the input into left and right halves: L and R

@ Shift the right half, R, to the left

o “Add" the left half, L, to f(R, K;), where K; is the round key and shift
right

@ Repeat the previous steps except for the last round

@ In the last round swap the left and right halves then rejoin them
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“hi"= (11010001101001)
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Encipherment

“hi"= (11010001101001)

Ro = (1101001)

Lo = (1101000)
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Encipherment

“hi"= (11010001101001)
Lo = (1101000) Ro = (1101001)

R; = Lo ® Ro ® Ko = (1101000) & (1101001) & (1110011)
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Encipherment

“hi"= (11010001101001)

Lo = (1101000) Ro = (1101001)

Ri=Lo® Ryd Kg = (1110010)
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Encipherment

“hi"= (11010001101001)
Lo = (1101000) - Ro = (1101001)
L, = (1101001) Ry = Lo @ f(Ro, Ko) = (1110010)
[E74E
[OF 3~
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Encipherment
(11010001101001)

“//// \\\\‘ Ro = (1101001)

Ri1 = Lo @ f(Ro, Ko) =

nhln

Lo = (1101000)
(1110010)

L; = (1101001)
(1101001) & (1110010) & (1100111)

Ro=Li®Ri® Ky =
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Encipherment

“hi"= (11010001101001)
Lo = (1101000) / Ro = (1101001)
Ly = (1101001) Ry = Lo @ f(Ro, Ko) = (1110010)
Ry=L1 & R1dK; = (1111100)
[E74E
[OF 3~
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Encipherment

“hi"= (11010001101001)

~
::::>x<:::: Ry = Lo @ f(Ro, Ko) =
=

Ry = L1 @ f(Ry,Ky) =

/

Lo = (1101000) Ro = (1101001)
(1110010)

L, = (1101001)
(1111100)

L, = (1110010)
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Encipherment

“hi"= (11010001101001)

~
::::>x<:::: Ry = Lo @ f(Ro, Ko) =
=

Ry = L1 @ f(Ry,Ky) =

/

Lo = (1101000) Ro = (1101001)
(1110010)

L, = (1101001)
(1111100)

L, = (1110010)

Rs = L @ Ry @ Ky = (1110010) & (1111100) & (1001111)
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Encipherment

“hi"= (11010001101001)

~
::::>x<:::: Ry = Lo @ f(Ro, Ko) =
=

Ry = L1 @ f(Ry,Ky) =

/

Ro = (1101001)

Lo = (1101000)
(1110010)

L, = (1101001)
(1111100)

L, = (1110010)

R3=Ly® Ry ® Ky = (1000001)
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Encipherment

“hi"= (11010001101001)

—~

\
/

Lo = (1101000) Ro = (1101001)

L, = (1101001) Ry = Lo @ f(Ro, Ko) = (1110010)

L, = (1110010) Ry = Ly @ f(Ry, K1) = (1111100)

A

L3 = (1111100) Rs = Ly @ f(Ra, K2) = (1000001)
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Encipherment

“hi"= (11010001101001)

—~

\
/

Lo = (1101000) Ro = (1101001)
L, = (1101001) Ry = Lo @ f(Ro, Ko) = (1110010)
L, = (1110010) Ry = L1 @ f(Ry, K1) = (1111100)

L3 = (1111100) Rs = Ly @ f(Ra, K2) = (1000001)

MM

Ly = (1000001) Rs = (1111100)

/
\

(1111100 1110010) e ‘
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- DataEneryprion Standard (Ds) |
Really Simple DES Overview

¢ ff(Ro. Ko)

Ri Rz =L; ®f(Ri,Ky)

<,
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=[4,1,
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Really Simple DES

M
IP=1[2,6,3,1,4,8,5,7]

-/
>

L1 =Ro Ri=Lo & f(Ro,Ko)

Ro

Lo =R:; R2=L1&f(Ry,Kp)

9

R; Key Schedule
! Key 0: (11100111)

Key 1: (11001111)

00|01|11|10]|11
01]11|10] 01|00
\ / S-Box 2

P=1[24,31]

J{ 00/00{01]10|11

f(Ri,K') 10| 11 |00 | 01 | 00

f(Ri, Ki)
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Permutations

by by bz ba bs bg b7 bg

IP:[2,6,3,1,4,8,5.7]{
b1

Data Encryption Standard




Permutations

by by b3 bs bs bg b7 bg

IP:[2,6,3,1,4,8,5.7]{

-

bo by
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Permutations

b1 by b3 bs bs bg b7 bg

IP = [2,6,3,1,4,8,5.7]{ |
by bs b
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b1 by b3 ba bs bg b7 bg
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Permutations

IP = [2,6,3,1,4,8,5.7]{

b1 by b3 bs bs bg b7 bg

bo b3z by by
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Permutations

b1 by b3 bs bs bg b7 bg

/

P = [2,6,3,1,4,8,5.7]{
by bs bs by by bs
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Permutations

b1 by bz bg bs bg b7 bg
IP:[2,6,3,1,4,8,5.7]{ .
by bg bz b1 by bs by
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Permutations

b1 by b3 bs bs be by bg

7
-
-

P = [2,6,3,1,4,8,5.7]{
by bg bs by bs b by by
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Really Simple DES

M
IP=1[2,6,3,1,4,8,57]

/
>

L1 =Ro Ri=Lo & f(Ro,Ko)

Ro

Lo =R:; R2=L1&f(Ry,Kp)

9

R; Key Schedule
! Key 0: (11100111)

Key 1: (11001111)

00|01|11|10]|11
01]11|10] 01|00
\ / S-Box 2

P=1[24,31]

J{ 00/00{01]10|11
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- DataEneryprion Standard (Ds) |
Really Simple DES

R; Key Schedule

M
l ! Key 0: (11100111)
IP =[2.6,3,1,4,8,5,7] E=1[4,1,23,23,41]
Key 1: (11001111)

Lo
00|01 |11]10]11
01|11|10| 01|00
L = RO R1 = LO (R0< Ko)
\ / S-Box 2

P=1[24,31]

Ro

Lo =R:; R2=L1&f(Ry,Kp)

0001|1011

J 00|00 (|01|10]11

01]10|00|01]11

. ) 10| 11|00 | 01 | 00

L3\ s f(R.K) 11(1001] 1011
IP~1 =1[4,1,3,5,7,2,8,6] f(Ri, Ki)
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- DataEneryprion Standard (Ds) |
Really Simple DES

R; Key Schedule
! Key 0: (11100111)
E=1[41232341]

Key 1: (11001111)

00|01|11|10]|11
01]11|10] 01|00
\ / S-Box 2

P=1[24,31]

M
IP=1[2,6,3,1,4,8,57]

-/
>

L1 =Ro Ri=Lo & (Ro< Ko)

Ro

Lo =R:; R2=L1&f(Ry,Kp)

0001|1011

J 00|00 (|01|10]11

01]10|00|01]11

. ) 10| 11|00 | 01 | 00

L3\ s f(R.K) 11(1001] 1011
IP~1 =1[4,1,3,5,7,2,8,6] f(Ri, Ki)
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Expansion from 4 to 8 bits

b1 bo b3 by

E:[4,1,2,3,2,3,4,1]{ AN

b1 bo b3 by by by
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Expansion from 4 to 8 bits

E:[4,1,2,3,2,3,4,1]{ .
bs b1 by bz by b3 by by
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- DataEneryprion Standard (Ds) |
Really Simple DES

R; Key Schedule

M
l ! Key 0: (11100111)
IP=1[2,6,3,1,4,8,5,7] E=[41232341]
Key 1: (11001111)

Lo
00|01 |11]10]11
01|11|10| 01|00
L = RO R1 = LO (R0< Ko)
\ / S-Box 2

P=1[24,31]

Ro

Lo =R:; R2=L1&f(Ry,Kp)

0001|1011

J 00|00 (|01|10]11

01]10|00|01]11

. ) 10| 11|00 | 01 | 00

L3\ s f(R.K) 11(1001] 1011
IP~1 =1[4,1,3,5,7,2,8,6] f(Ri, Ki)
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- DataEneryprion Standard (Ds) |
Really Simple DES

R; Key Schedule
! Key 0: (11100111)
E=1[4,1,2,3,2,3,4,1]

Key 1: (11001111)

0001 [11]1011
0111100100
\ / S-Box 2

P=1[2,4,3,1]

M
!
=[2,6,3,1,4,8,5,7]

Li =Ry Ry = Lo f(Ro,Ko)

Lo =R:; R2=L1&f(Ry,Kp)

0001|1011

l 00| 00|01|10]11

01|10|00|01]11

. . 10 (11 {00 | 01 | 00

L3 \ R3 f(RH KI) 11(10(01]1011
IP~1 =1[4,1,3,5,7,2,8,6] f(Ri, Ki)
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- DataEneryprion Standard (Ds) |
Using S-Boxes

Look up (1101) in S-Box 1

0001|1011
0001111011
01|11 ,10 01|00
10{ 00| 10|01 |11
11|11 |01 |11]10
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- DataEneryprion Standard (Ds) |
Using S-Boxes

Look up (1101) in S-Box 1

0001|1011
0001|1110 11
01|11 ,10 01|00
10{ 00| 10|01 |11
111101 |11 10
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Look up (1101) in S-Box 1

0001|1011
0001|1110 11
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- DataEneryprion Standard (Ds) |
Using S-Boxes

Look up (1101) in S-Box 1

0001|1011
0001|1110 11
01|11 ,10 01|00
10{ 00| 10|01 |11
1111 (01|11 10
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- DataEneryprion Standard (Ds) |
Using S-Boxes

Look up (1101) in S-Box 1

0001|1011
0001|1110 11
01|11 ,10 01|00
10{ 00| 10|01 |11
1111 (01|11 10

So the output is (01)
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- DataEneryprion Standard (Ds) |
Really Simple DES

R; Key Schedule

M
l ! Key 0: (11100111)
IP =[2.6,3,1,4,8,5,7] E=1[4,1,23,23,41]
Key 1: (11001111)

Lo
00|01 |11]10]11
01|11|10| 01|00
L = RO R1 = LO (R0< Ko)
\ / S-Box 2

P=1[2431]

Ro

Lo =R:; R2=L1&f(Ry,Kp)

0001|1011

J 00|00 (|01|10]11

01]10|00|01]11

. ) 10| 11|00 | 01 | 00

L3\ s f(R.K) 11(1001] 1011
IP~1 =1[4,1,3,5,7,2,8,6] f(Ri, Ki)
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- DataEneryprion Standard (Ds) |
Really Simple DES

R; Key Schedule

M
l ! Key 0: (11100111)
IP =[2.6,3,1,4,8,5,7] E=1[4,1,23,23,41]
Key 1: (11001111)

Lo
00|01 |11]10]11
01|11|10| 01|00
L = RO R1 = LO (R0< Ko)
\ / S-Box 2

P=1[24,31]

Ro

Lo =R:; R2=L1&f(Ry,Kp)

0001|1011

J 00|00 (|01|10]11

01]10|00|01]11

. . 10| 11|00 | 01 | 00

L3\ s f(Ri. k) T1[10]01] 10|11
IP~1 =1[4,1,3,5,7,2,8,6] f(Ri, Ki)
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Really Simple DES

R; Key Schedule
! Key 0: (11100111)

Key 1: (11001111)

00|01|11|10]|11
01]11|10] 01|00
\ / S-Box 2

P=1[24,31]

J{ 00/00{01]10|11
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- DataEneryprion Standard (Ds) |
Really Simple DES

R; Key Schedule

! Key 0: (11100111)
E=1[41,2372341]

Key 1: (11001111)

0001 [11]1011
0111100100
\ / S-Box 2

P=1[2431]

0001|1011

l 00| 00|01|10]11

01|10|00|01]11

. . 10 (11 {00 | 01 | 00

L3\ s f(Ri, ki) 11|10 |01 |10 11
IP~1 =1[4,1,3,5,7,2,8,6] f(Ri, Kj)
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Really Simple DES
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Ro
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R; Key Schedule
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Really Simple DES

L1 =Ro Ri=Lo & f(Ro,Ko)

><

Lo =R:; R2=L1&f(Ry,Kp)

L3><R3

P

N

[4,1,3,5,7,2,8,6]
|
C

R; Key Schedule
! Key 0: (11100111)

Key 1: (11001111)

oK
00|01 |11]10]11
01|11|10| 01|00
S S
\ / S-Box 2

P=1[24,31]

J{ 00/00{01]10|11

f(RhKi) 10| 11 |00 | 01 | 00

f(Ri, Ki)
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Permutations

b1 by b3 bs bs bg b7 bg

IP=[2,6,3,1,4,8,5,7] {
by bg bz by by bg bg by
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Permutations

b1 ba b3 bs bs bg b7 bg

IP ::[2,6,3,1,4,8,5,7]{
b be bz by ba bg bs b7

IP~1 =1[4,1,3,5,7,2,8, 6]
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Permutations

by by b3 ba bs be by bg

IP = [2,6,3,1,4,8,5,7]{
by bg bz b1 bs bg bs by

IPl_[4135/7/286]{ e /

-

by
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Permutations

by by b3 ba bs be by bg

m:p@aLa&aﬂ{
by bg bz b1 bs bg bs by

ml_M13@128ﬂ{ BN
by bo
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Permutations

by by b3 ba bs be by bg

IP = [2,6,3,1,4,8,5,7]{
by bg bz b1 bs bg bs by

IP~! =[4,1,3,5,7,2,8,6] {
by by bs
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Permutations

by by b3 ba bs be by bg

m:p@aLa&aﬂ{
by bg bz b1 bs bg bs by

Pl_MJ&&KZSQ{ /
by by bz bs
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Permutations

by by b3 ba bs be by bg

m:p@aLa&aﬂ{
by bg bz b1 bs bg bs by

|P71 — [4 135/7/28 6] { - /
by by b by bs
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Permutations

by by b3 ba bs be by bg

m:p@aLa&aﬂ{
by bg bz b1 bs bg bs by

Pl_MJ&&ZZSQ{ R —
by by bs by bs be
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Permutations

by by b3 ba bs be by bg

IP = [2,6,3,1,4,8,5,7]{
by bg bz b1 bs bg bs by

/

IP~1 = [4,1,3,57772,8,6]{ ,
by by b3 by bs bg by
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Permutations

by by b3 ba bs be by bg

IP = [2,6,3,1,4,8,5,7]{
by bg bz b1 bs bg bs by

\

|P1_[4,1,3,57772,8,6]{
by by bs by bs bg by bs
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Really Simple DES

M
IP=1[2,6,3,1,4,8,57]
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>

L1 =Ro Ri=Lo & f(Ro,Ko)

Ro

Lo =R:; R2=L1&f(Ry,Kp)

9

R; Key Schedule
! Key 0: (11100111)

Key 1: (11001111)

00|01|11|10]|11
01]11|10] 01|00
\ / S-Box 2

P=1[24,31]

J{ 00/00{01]10|11
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